Frequently Asked Questions about our License Plate Readers
Brookfield Properties Retail centers using Vigilant Technologies

What is the Purpose?

The mall utilizes License Plate Reader (LPR) technology for the purposes of enforcing our Parking Program and for Crime Prevention
and Law Enforcement Investigations. LPR data is NOT used by the mall or third parties for marketing solicitations or target
marketing.

Parking Program
LPR technology is used to help identify employee vehicles that are not parked in designated employee parking areas. This helps us

maintain prime parking areas for customer use.

e LPRtechnology is used to help identify non-customers and their vehicles, examples include commuters, nearby office
building workers, students at nearby schools, etc. Parking on our private property while going to other places not
associated with the business of the mall is prohibited.

e Repeated non-compliance with our employee parking program and/or abuse of our private property parking lots may result
in enforcement actions allowable by lease or local laws. This may include fining a tenant, towing, or temporarily disabling
the individual’s vehicle in a non-damaging manner with a commercial device intended for such purpose. Towing or the use
of a temporary disabling device may require that a fee be paid to release the vehicle.

Crime Prevention and Investigation
Real time LPR data may be shared with local law enforcement for the purposes of detecting stolen vehicles, stolen license plates,
and/or potentially “wanted” persons.

e LPR may be used to detect vehicles known to be associated with persons that have been banned from the property.
e LPR may be used to assist in detecting vehicles that are suspected of being associated with a recent crime or investigation.
e LPR historical data may be used to assist law enforcement with criminal investigations.

What is the LPR data collected by the readers?
LPR data is collected automatically when a security vehicle equipped with an LPR system drives by a vehicle and reads the license
plate.

O The LPR system must be turned on at the time.

0 LPRreads are not 100% accurate and may require a visual verification between the LPR data that was read and the
actual license plate. This can be accomplished by comparing the photograph of the vehicle taken by the LPR
system at the time of the read, or by looking at the actual vehicle.

0 We can never expect the LPR system to provide 100% inventory of all vehicles in the parking lot at any specific
time.

e Data reads include the license plate number, a photograph of the license plate (which may include parts of vehicle
surrounding the license plate), the GPS location of the vehicle, and the time of date of the read. This same information can
be observed by any person walking through the parking lot. Personally identifiable information (PII) is not paired with
license plate reads in the LPR system.

e Unless otherwise specified by law, license plate data reads are maintained by the LPR system for 30 days and then
automatically deleted.

e Real-time detection of wanted vehicles is facilitated through our third party LPR provider (Vigilant Technologies). Vigilant
Technologies has access to National Crime Information Center (NCIC) databases through their working relations and
agreements with law enforcement. If a wanted vehicle is detected, the automated Vigilant system has the capability to
notify local law enforcement, NCIC does not notify us through the LPR System.

e  We will share LPR data if required by a Court Order. We may share LPR data with law enforcement or a business partner
assisting us with an internal mall security investigation.

e Personnel with access to the LPR system include the on-site security staff that operate the system, the mall management
staff, and the Brookfield Properties Retail Corporate Security team. These users each have unique user names and
passwords.

Who can | contact if | have a question?

e |f you have questions regarding the LPR program, please contact the mall manager.



